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Contact Details to be 

defined in supporting 

documentation and 
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this chart

Considerations

IP Addresses, 

Hostname, MAC 

Address, Ports, 

Protocols, Date & Time

RAM, HDD, 

Application Data, 

Servers, Logs, Meta 

Data, Active Directory. 

Log all actions 
taken

Identify sources of 
evidence

Ensure 
impacted 

services are 
accessible again

Learn

Review decisions 
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better? Make 

improvement to IR 

plan
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external 

messaging
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