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Introduction

The Microdasys SCIP-Proxy uses its own Root CA for each defined SCIP Account. The
Root CA is either the default Microdasys Root CA Certificate or a customized Root CA
created through the Web-Interface or a already existing imported CA. To prevent the
Web-Browser from prompting that the presented Web-Certificate is not trusted, the
Microdasys Root-CA-Certificate needs to be imported into the List of trusted CA’s.



Manual Root CA Import

Get the Root CA

You need to download the root certificate and install it into your browser. This can be
done by using an import Wizard in most browsers.

The location of the Root CA in SCIP depends on the Account that is used. In the default
case the Certificate is located here:

Windows:
$PROGRAMDIR%\Microdasys\Sx Suite\Program\conf\CA default\PCA\

Linux/Solaris:
/opt/sxsuite/conf/CA default/PCA/

The name of the Cert file is: PCAcert.der

To make it available through a Web-Browser you need to copy the file to the conf/html
Folder.

Give the following Link to your users:
http://internala.microdasys.scip/command/file?PCAcert.der

Alternatively you can place this file on an Intranet-Webserver.

The Process of trusting a CA-Certificate is implemented differently in each Browser.
Here are some screenshots that will illustrate the process for the most common Web-
Browsers.

Internet Explorer 5.0, 5.5,6.0
x|

You have chozen to download a file fronn this location,

importCa, cer from bighabe

"What would vou like to dao with thiz file?

& pen this file from s curent locatiord
" Save this file to digk

V¥ lwaps ask before opening this type of file

ok, I Cancel | Molelnfol

You should enter “Open this file from its current location” in the first screen:



http://internala.microdasys.scip/command/file?PCAcert.der

NI

General | petais | Certiication Path |

@x‘ Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

Issued to: Microdasys Rook CA

Issued by: Microdasys Root CaA

¥alid from 26.03.2002 to 23.03.2012

Install Certificate.. | Issuer Statement |

Ok I

A Mouse-Click on ,Install Certificate® will initiate the Installation-Process. Just accept
the default-values to get this Dialog-Box:

Root Certificate Store ] |

& Do o wank to ADD the Fallowing certificate ko the Rook Store?

Subject : Microdaswys Rook CA, Microdasys Inc., Las Megas, Mevada, Us
Issuer ; Self Issued

Time Yalidity ; Dienstag, 26, Marz 2002 through Freikag, 23, Marz 2012
Serial Mumber ; 00

Thumbprint {shal) : BIBESS026 EFZZESER E14DEATH CISAEE0Z AABCTI00
Thumbprint (mdS) ; 1ECDZ4ES FCE36350 959FE3ET 91 0E20CE

Yes Mo

By clicking “Yes”, the Microdasys Root-CA is accepted as trusted and the Microdasys
SCIP-Proxy works now completely transparent for the end user.

Netscape Navigator 4.7

The Root-CA Import with the Netscape Navigator is quite long. But you only have to
accept the default-values except for one second Picture you will see here.



New Certificate Authority - Netscape

Attention: Now you have to click on the first checkbox to make the Navigator accept the
Microdasys Root CA-Certificate for Certifying network sites.

Mew Certificate Authority - Netscape

Cancel

Now you can type in any name you want.



7 News Certificate futhority - Netscape

3 New Certificate Authority

You have accepted this Certificate Authority. Please enter a short name to
identify this Certificate Authority, for example Netscape Corporate CA.

Marme: |Microdasys Root CA

<Back Finish Cancel

Done...

Netscape 6/7

The Import-Process in Netscape 6/7 is one of the shortest.
You see something similar to this Screenshot and you just have to check the first
Checkbox and click on “OK”.

Downloading Certificate

You have been asked to trust a new Certificate Authority (A,

Do wou want to trust "Microdasys Root C&" For the following purposes?
Trust this C4& tooidentify web sites,

[] Trust this Ca ko identify emal users.

[] Trust this A o identify software developers,

Before brusting this CA For any purpose, you should examing its certificate and its policy and
procedures (iF available).

Examine 4 certificate

ok ..] |_cancel | [ Help




Opera 6

The Import-Process in Opera 6 is the shortest. Just press “OK” in the following Dialog-
Box.

Install authority certificate [E

Inztall this certificate authority's certificate chain in the databaze’?

LCerificates

Certificate name |szuer

Microdasps Root Cé, Microdasps Root CaA

Microdaszys [nc. Microdasys Inc.

Las"Yeqas Las Veqgaz

Mevada, US Mevada, US

Certificate version: 3 s
Seral number: 0 =
Mot valid before: Mar 26 17:22:48 2002 GMT

Mat valid after: bar 23 17:22:48 2012 GMT

Fingerprint: 1E CO 24 ES 7C 58 6350 95 9F E3B7 91 OE 20 CB

Fublic key algorithm: rzak noiyphion

W Allow connections to sites certified by this authority

I “Warn before sending data to sites certified by this autharity

Ok | Cancel Help




Firefox 1.5
Go to Tools -> Options: Advanced and select the “Securit

i & @0 & ik

Gerneral  Privacy  Content Tabs Downloads  — Advanced

~ Protocols -

Use S5L 2.0 lze 551 3.0
[]useTLs 1.0

i Certificates
When a web site requires a certificate:

(%) Select one automatically () Ask me every time

['l.-'iew Certificates ] [Eevucaﬁnn Lists ] [Eeriﬁcaﬁnn ] [Securitj,-; Devices ]

I_ oK ] [ Cancel ] [ Help

Choose “View Certificates” and select the “Authorities”Tab



) Certificate Manager

S=1Ey

|Your Certificates | Other People's || Web Sites | Authorities |

You have certificates on file that identify these certificate autharities:
Certificate Mame Security Device iz}
=] ABA.ECOM, IMNC, ~
“..ABA.ECOM Root CA Builtin Chject Token =
=l AC Camerfirma S5A CIF AB2743287
-Chambers of Commerce Root Builtin Object Token
-Global Chambersign Root Builtin Object Token
[=] ACL Tirme Warner Inc,
+-AQL Time Warner Root Certification Au. .. Builtin Object Token
-~-AOL Time Warner Root Certification Au... Builtin Object Token
= AddTrust AB |

Select “Import” and browse the PCAcert.pem file

Downloading Certificate

Check the “Trust this CA to identify web sites.” Box and press OK.

‘fou have been asked to trust a new Certificate Authority (CA).

Do you want to trust "™MDS W2k3 Test CA™ for the following purposes?

[¥]: Trust this CA to identify web sites,

[] Trust this CA to identify email users.
[ ] Trust this CA to identify software developers,

procedures (if available).

Examine CA certificate

Before trusting this CA for any purpose, you should examine its certificate and its policy and

Ok ] [ Cancel




Now you can see the imported CA:

) Certificate Manager r;] E| [E|

|Your Certificates || Other People's | Web Sites i Authorities |

‘fou have certificates on file that identify these certificate autharities;

Certificate Mame Security Device iz |
+-IPS CA CLASEAZ Certification Authority  Builtin Object Token |
LIPS CA Timestamping Certification Auth... Builtin Object Token

[= IPS Seguridad CA
..IPS SERVIDORES Builtin Object Token =
[= Microdasys Inc. =
Microdasys Root CA Software Security Device
“.MDS W2k3 Test CA Software Security Device
[= Metlock Halozathiztonsagi Kft,
Metlock Koziegyzoi (Class A) Tanusitva. .. Builtin Object Token b




Using the Active Directory for Certificate Rollout

Getting the Microdasys Root CA as a file to Import into the CA Store

The location of the Root CA in SCIP depends on the Account that is used. In the default
case the Certificate is located here:

Windows:
$PROGRAMDIR%\Microdasys\Sx Suite\Program\conf\CA default\PCA\

Linux/Solaris:
/opt/sxsuite/conf/CA default/PCA/

The name of the Cert file is: PCAcert.der

You will need this file later when importing it into the Active Directory.



Use Active Directory to Distribute the Microdasys SCIP Root Certificate to
Windows 2000 Domain

Members

If you are using a homogenous Windows 2000 Active Directory domain environment,
you can use the regular Microsoft tools for distributing the Microdasys SCIP Root
certificate to Windows 2000 clients that are members of the domain. You must be
logged in with Administrative-level privileges to perform these steps. The

general idea is to import the Microdasys SCIP Root certificate into the “Default Domain
Group Policy”.

Launch the “Domain Security Policy” tool under [Start]-[Administrative Tools], as follows:

Administrative Tools =]
J File Edit Mjew Faworites Tools  Help |“

J PBack - = - | @Search ™, Falders @Histnw |% [ % w3 | -

J Address l Administrative Tools L‘ @GD
5 — = 3 3 ¢ i
5 5 ST -
E @ o 2 Ed: ] =1
& Ackive Ackive Ackive Certification  Component Camputer
Administrative Direckary ... Direckary 5i...  Direckar, .. Aukhority Services Management
Tools :, = DD Q \%
: Bl - z EIS= EI==8 7
gl-?orrrt'caJ? aeeuity Policy Configure  Data Sources Distribuked File DMS Domain
Your Server (ODBEC) Syskem Controller 5., B SNl
‘Wieww and modify security policy For y = =
the domain, such as user rights % %
and audit policies, ] [ . ﬁ
i Event Yiewer Internet Licensing  Local Security  Microsaft \MET Microsaoft \MET
Modified: 4/6(2004 443 pM SEFIC. ., Policy Frarnework ... Framewark ...
Sizen 2.41 KB ,.-tﬁ ] A
Attributes: (normnal) @ % [PIE lﬁ %} Iﬁ
Microsaft Performance  Rouking and SErver SErvices Telnet Server
SharePaint. .. Remote ...  Extensions... Administration
e o
[P= [#
Terminal Terminal

|l

i\.l'iew and modify security policy For the domain, such as user rights and audit policies., I2.41 KB |Ql Iy Compuker




Navigate to the “Trusted Root Certification Authorities” under “Public Key Policies”

section of the tree control, as follows:

1"55 Domain Security Policy

Jﬂctinn Wigtn |]¢' -P|_|ﬂ||||§

IS [=] B3

—

Tree l

Issued To /

I Issued By

[ Windows Settings
E@ Securiby Setkings

- Account Paolicies

E Local Policies

E Ewent Log
E@ Restricted Groups
E@ System Services
E@ Reqgistry
{T{E File System

(2 Public Key Policies

: E:] Encrypted Data Recovery Agents
E:I Butomatic Certificate Request Settings
Sk Trusted Rook Certification Authorities
[:] Enterprise Trusk
E@, IP Security Policies on Active Directory

<

2+

[Trusted Rioat Certification Autharities store contains no certificates,

With the “Trusted Root Certification Authorities” section highlighted, select the [Actions]
menu item, and choose “All Tasks”, and “Import”.

The “Import Certificate Wizard” will load. Continue through the Wizard to import the

Microdasys SCIP Certificate File.



After the import is complete, the “Domain Security Policy” window should display the
Microdasys SCIP certificate:

{Eg Domain Security Policy

| acton wiew || = = |E]m| 0@ 2 ]
Tree I Issued To ¢ | Issied By | Expiration Date | Intende
[0 Windows Settings Micradasys Rook CA  Microdasys Rook CA 30232012 <All=

EE@ Security Settings
-Fe Account Palicies
F+] Local Policies
.r+] Ewvent Log
FE{:Q Restricted Groups
FE{:Q Syskemn Services
FE{:Q Reqistry
FEE@ File System
EIEH Public Key Policies
P (3 Encrypted Data Recovery Agents
----- [ automatic Certificate Request Settings
43 Trusted Root Certification Authorities
i, ke I:] Enterprise Trust
Fﬂg, IP Security Policies on Active Directory

4] | ia

|Tru5teu:| Root Certification Authorities store contains 1 cerkificate, | |
Windows 2000 clients will import this certificate on the next policy update. If you wish to
enforce the

policy update immediately, you may run the following Microsoft tool from the “CMD”
command-line:

secedit /refreshpolicy machine_policy /enforce
and:

secedit /refreshpolicy user_policy /enforce

You may wish to check the “Application Event Log” on the computer running “secedit” to
ensure the

policy update applied successfully. In addition, you may wish to check the “Application
Event Log” on

the client computers to verify no errors have occurred.




Manual Certificate Rollout using the command line or login
script

Microsoft provides a tool called CERTMGR.EXE. If this tool does not already exist on
your computer, Microsoft provides it in the Platform SDK (August 2000), which is
available on the Microsoft web site:
http://msdn.microsoft.com/library/default.asp?url=/library/enus/security/security/utilities t
o_create_view_and _manage_certificates.asp

CERTMGR.EXE also comes in IE4 and IE5 versions, which are available from the
Microsoft web site [use the tree control to navigate to Security - Authenticode -
Authenticode for IE 4, or IE 5.5]

http://msdn.microsoft.com/downloads/default.asp

If you include CERTMGR.EXE to run silently in a login script, the proper command line

arguments are as follows:
certmgr -add -all -c PCAcert.der -s -r localMachine root

No pop-up dialogs will be produced by this tool, and the certificate will install silently.

The location of the Root CA in SCIP depends on the Account that is used. In the default
case the Certificate is located here:

Windows:
$PROGRAMDIR%\Microdasys\Sx Suite\Program\conf\CA default\PCA\

Linux/Solaris:
/opt/sxsuite/conf/CA default/PCA/

The name of the Cert file is: PCAcert.der

You may verify that the Microdasys Root CA certificate is properly imported by viewing
the Certificate Store using Internet Explorer [Tools] - [Options] - [Content] - [Certificates]
on client machines.


http://msdn.microsoft.com/downloads/default.asp
http://msdn.microsoft.com/library/default.asp?url=/library/enus/security/security/utilities_to_create_view_and_manage_certificates.asp
http://msdn.microsoft.com/library/default.asp?url=/library/enus/security/security/utilities_to_create_view_and_manage_certificates.asp
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